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Man in the Middle




Signal

Open Whisper System

criptografia fim a fim

mesma metodologia usada para o whatsapp e skype



Y Entrega de mensagem critografada, chamada de voz,
verificagdo de chave, video (na versao paga) grupos (na
w I c r vers&o paga), troca de arquivos



OTR capable clients

Pidgin open source IM client with OTR plugin.

(O Frontier Friend (=] C ] Pidgin is an Open-Source IM client for Windows and GNU/Linux with a
Somersaioum Opfionsw Sl Fom@TRmily plugin for having OTR conversations over many protocols.
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(12:28:09 AM) Attempting to start a private conversation with Download Pidgin »

ssayyedd@riseup.net...

& (12:28:10 AM) Unverified conversation with ssayyedd@riseup.net/

€d52364b-f6a4-4805-bec3-cc64bed114ef started. Download Pidgin-OTR »

[A] Eont ‘ gk Insert l (&) Smile! ‘ (@ Attention! @Unverified I




Diminuir a vulnerabilidade



Use software livre!



use um gerenciador de senhas

Nao adianta ter senhas complexas
se elas forem recorrentes

Melhor ter senhas longas do que
complexas

Melhor mesmo € vc nao saber a
senha!

Sites  LastPa:

Favorites (6)

amazoncom

23 Dropbox

9

facebook

Airbnb

Amazon

Best Buy

Dropbox

Evernote

Facebook
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Title

User Name

Password

URL Notes

& General
| m
£ Network E ToOTIL
@ Inemet ‘ Anongmous ™|
@ eMail Anonymous ™
% Homebanking | Anonymous ™|
4 & 0Gowp @ Sample #50  Anongmous
4[] 1Group [ sanple #73  Anorymous |
[T%] 2 Group | €5 sample #77  Anonymous ™
4 [3 3Group [Z]Sample #80  Anorymous ™
4 B 4Group | Sample 81 Anorymous |
3 #\Sample #87  Anonymous |
4 & 6Group | Sample #97  Anonymous ™|
£ 7 Group @ Sample #1711  Anongmous ™
[ 8Growp ~ || % Sample #114  Anongmous

Group: Network, Title: Sample #11, User Name: Anonymous, Passwol
12.10. ZUU7 21:47:07, Last Access Time: 15.07.2013 14:46:47, Last M.

Some Notes

=
CopyUserName  Ctrl+B
CopyPassword  Ctrl+C
URL(s)

Perform Auto-Type  Ctrl+V
Add Entry... Cirl+l
EditView Enty..  Retum
Duplicate Entry

Delete Entry Entf
Selected Entries

SelectAll Ctrl+A
Clipboard

Rearrange

AT

1 0f 146 selected

Ready.




